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SERVICE DESCRIPTION: ADAPTIVE ARMOUR 

PART A – PRODUCT AND SERVICE OVERVIEW 

Adaptive Armour, powered by Palo Alto Networks, is a cloud-delivered managed security service that provides your 
mobile users and branch locations with secure access to private, public cloud, and SaaS applications and data 
your business uses (the “Service”). 

The Service: 

• enables secure, policy-based access regardless of where applications are hosted, including public cloud 
SaaS environments, corporate head offices, and private data centres. It provides visibility into application 
usage and enables control over which applications and services Users may access. 

• for your remote Users, the Service operates with the GlobalProtect agent or application on supported 
laptops and mobile devices. When your User has internet connectivity, the GlobalProtect application 
identifies the most appropriate available gateway for the User’s location and establishes an IPSec or SSL 
VPN tunnel to the Service. 

• inspects application traffic bidirectionally, including SSL/TLS-encrypted traffic across all ports, for 
communications involving the internet, cloud environments, data centres, and branch locations.  

• provides broad security coverage through a converged cloud platform that includes Firewall as a Service, 
Zero Trust Network Access (ZTNA), Cloud Access Security Broker (CASB), Secure Web Gateway (SWG), 
and Virtual Private Network (VPN) capabilities, managed through a centralised administration console. 

• is managed by our dedicated cybersecurity business DEFEND. DEFEND will carry out the operational 
management, monitoring, and administration of the security service. This managed service model is 
intended to provide you with a consistent, secure, and supported service experience without requiring day-
to-day customer management of the underlying platform. 

• is built upon a highly scalable network, leveraging the combined infrastructure of Amazon Web Services 
(AWS) and Google Cloud. This allows the Service to provide ultra-low latency, backed by industry leading 
SLAs, to ensure a great digital experience for end users. 

PART B – ADAPTIVE ARMOUR – POWERED BY PALO ALTO NETWORKS 

1. ADAPTIVE ARMOUR – CORE SERVICE PLANS 

The service plan matrix below shows which features are available under the Adaptive Armour Advanced and 
Adaptive Armour Premium plans. 

In the table: 

Included means the feature forms part of the applicable plan.  

Not Included means the feature is not Included, but may be available as an optional add-on, subject to 
availability and compatibility with the applicable plan. 
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Features 
Adaptive Armour 
Advanced Plan 

Adaptive Armour 
Premium Plan 

Core Security Capabilities 

Internet Security (SWG) Included Included 

Threat Intelligence Feed Included Included 

Advanced Threat Prevention Included Included 

Advanced URL Filtering (SWG) Included Included 

Advanced DNS Security  Included Included 

Zero Day Malware Protection / Sandboxing Included Included 

Access and Connectivity Capabilities 

Advanced Management for Remote Users (ZTNA) Included Included 

Private Application Access (ZTNA) Not Included Included 

Service Connections for Private Applications (ZTNA) Not Included Included 

Secure Enterprise Browser Not Included Included 

Privileged Remote Access Not Included Not Included 

Cloud and Data Security Capabilities 

SaaS Inline Security Not Included Included 

Data Loss Prevention (DLP) Not Included Not Included 

Cloud Access Security Broker (CASB) Not Included Not Included 

AI Application Access / AI Security Not Included Not Included 

SaaS Security Posture Management Not Included Not Included 

IoT Security Not Included Not Included 

Monitoring, Logging and Experience 

Digital Experience Monitoring (ADEM) Included Included 

Cloud Management Platform Included Included 

Cloud Logging Service Included Included 

Service Management Inclusion  

24x7 Platform Monitoring Included Included 

24x7 Fault and Incident Management Included Included 

Version and Patch Management Included Included 

Security Patching Included Included 

Secure Configuration Backup Included Included 

Monthly Service Reporting Included Included 

Monthly Operational Review Included Included 

Platform Upgrade Management Included Included 

Simple Service Requests Included Included 

Complex Service Requests Included Included 

Quarterly Health Review Included Included 

Post-Incident Reporting Included Included 

Professional Services 

Onboarding and Implementation Package (Fixed-scope design, 
deployment and training) 

Mandatory (separately 
charged) 

Mandatory (separately 
charged) 

Extended Detection and Response (XDR) Not Included Not Included 

 

2. CLOUD MANAGEMENT PORTAL 

You will receive access to the Prisma SD-WAN Cloud Management portal that allows you to: 

(a) manage, view and access reports on the Service; 
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(b) configure, monitor and troubleshoot your wide area network and its applications, as pre-agreed with 
the DEFEND Network Security team. 

PART C – IMPLEMENTATION AND ONBOARDING 

Implementation and onboarding services for the Adaptive Armour Service are mandatory and will be delivered 
under an agreed separate Statement of Work. These services may include solution design, deployment planning, 
tenant activation, policy configuration, connectivity set-up, testing, administrator enablement, training, 
documentation, and handover to support. 

Any additional implementation services, customer-specific customisation, or work outside the agreed scope may be 
subject to additional charges under a further Statement of Work or change request.  

PART D – SERVICE MANAGEMENT FEATURES 

3. ALERTS AND NOTIFICATIONS 

Service alerts and notifications describe the status of the Adaptive Armour Service environment, including service 
outages, service degradation, tunnel disruption, branch connectivity issues, and other events that may materially 
affect the Service. Alert notifications may be issued to you by email or other agreed notification method. 

As part of the managed service, DEFEND will receive and assess relevant non-capacity-related service alerts and, 
where appropriate, notify you of the issue and any required action. 

Planned and unplanned outage notifications for the underlying platform may also be made available through 
applicable vendor or service status channels, where relevant. Notifications for the service can be viewed by visiting 
the website: https://status.paloaltonetworks.com 

4. PLATFORM UPGRADES  

The Adaptive Armour Service relies on underlying cloud security platform components to provide traffic inspection, 
policy enforcement, and secure connectivity. Where maintenance or upgrade activity affecting those components is 
required, a maintenance window may apply and there may be a brief interruption to the Service.  

Notifications of scheduled platform upgrade activity may be provided through the Cloud Management Portal, by 
email, or through other agreed notification channels. You may also be asked to nominate preferred maintenance 
windows where this is supported.  

As part of the Service we will work with you to prepare for relevant platform upgrade activity, including confirming 
implementation requirements, scheduling the change, and performing post-upgrade checks to confirm that the 
Service has been re-established and is operating as expected.  

5. INCIDENT MANAGEMENT 

Incidents detected through service monitoring tools or reported by you will be logged and managed through the 
One NZ service management system for triage, investigation, escalation, and resolution in accordance with the 
agreed service scope.  

Your nominated representatives will be provided access to the One NZ service management portal, allowing for  
creation of incidents directly in the system.  

We recommend that in the event of a suspected fault or incident you also notify us directly by calling 0800-233336 
Option 2.  

Classification: Incidents are prioritised according to their impact on business operations. 

Ownership: The DEFEND team oversees the entire incident resolution process, coordinating with vendors or third 
parties as needed. 

Communication: Progress updates will be provided to you at the intervals specified in the table below. 

Post-incident report: A report is issued for every Priority 1 and 2 incident, including root-cause analysis and 
recommendations. 

The following table sets out the priority levels and service response times associated with faults or incidents:  

https://status.paloaltonetworks.com/
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Priority  Description Response 
Time 

Coverage Resolution 
Target 

Progress Reports 

1. Critical 
Impact    

A catastrophic fault, 
where a minimum of 
50% of Users at a 
particular site cannot 
use a particular 
Service. 

30 Minutes 24x7 4 hours (or 8 
hours where 
fault is 
assigned to a 
third-party 
network 
operator for 
resolution). 

1. Critical Impact at 1 
hourly intervals following 
our initial response. 

2. Major 
Impact    

Up to 50% of Users at 
a particular site cannot 
use a particular 
Service. 

2 Hours 24x7 8 hours (or 16 
hours where 
fault is 
assigned to a 
third-party 
network 
operator for 
resolution). 

At 2 hourly intervals 
following 
our initial response. 

3. Minor 
Impact    

Repeated quality 
problems.   Intermittent 
faults or degraded 
service.  No major 
service impacts.   

4 Hours Business 
Hours 

(Business 
Hours are 
8.30am to 
5.00pm 
Monday to 
Friday, 
excluding 
Public 
Holidays) 

5 Business 
Days 

At 8 hourly intervals 
following 
our initial response. 

6. SUPPORT CAPS  

While the number of incidents is uncapped, a fair use policy applies as described below:  

In the event of an excessive number of incidents being raised that are not the result of service components under 
our responsibility, we reserve the right to charge for ongoing assistance on a T&M basis.  

If resolution of an incident you reported takes over 2 hours of effort to resolve, and it is found that the incident was 
not related to service components under our control, T&M charges apply for additional hours taken to assist in 
incident resolution.  

7. SERVICE REQUEST MANAGEMENT 

Service requests can be submitted via email for supported configuration changes, administrative activities, service 
adjustments, or other in-scope requests relating to the Adaptive Armour service.  

Where assistance is required to implement a configuration change or other request, the request may be handled as 
a standard service request, a chargeable MAC, or a separate Statement of Work, depending on the nature and 
scope of the work. We will obtain your agreement to any Statement of Work and additional charges where they are 
relevant. Requests for additional licences, Users, sites, add-ons, or service expansions may be submitted to us for 
quotation and provisioning. Any such additions are subject to the applicable commercial terms, licensing 
requirements, and implementation considerations.  

8. QUARTERLY HEALTH CHECK  

Where included in the applicable service plan, a Quarterly Health Review will be scheduled following completion of 
implementation and transition to business-as-usual service operations.  
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The Quarterly Health Review will assess relevant aspects of service configuration, policy alignment, operational 
performance, and service optimisation opportunities. A summary of findings and any recommended actions may be 
provided to you following the review. 

PART F – SERVICE LEVELS 

9. SERVICE LEVELS 

Service levels, response targets, and service request handling for Adaptive Armour are subject to the applicable 
order, service schedule, and subscribed service scope. Unless otherwise stated, service availability targets, 
support response targets, and service request treatment will be measured and administered by One New Zealand 
and DEFEND using the relevant service management and monitoring systems. 

10. SERVICE MANAGEMENT  

The service management activities described in this Service Description are supported by the management, 
monitoring, reporting, and response features set out in this Part. 

Service Request Type Response 
Target 

SupportWindow Commercial Treatment 

Simple Service Request 4 business 
hours 

Business hours Included 

Complex Service 
Request 

2business 
days 

Business hours Included where within agreed scope; otherwise, 
may be separately charged 

Time and Materials 
Service Request 

As agreed As agreed Charged separately and may require a 
Statement of Work or approved quote 

PART G – SERVICE BOUNDARIES AND RESPONSIBILITIES 

11.  OUR RESPONSIBILITIES  

 DEFEND will provide the ongoing operational management of the managed service components that are within 
the scope of the Service. This includes: 

• 24x7x365 monitoring of the platform for availability, failures, capacity, and performance;  

• fault and incident management for in-scope managed service components;  

• engagement with relevant third parties where required in connection with incidents or service requests;  

• monitoring and assessment of critical or service-impacting vulnerabilities identified through relevant 
threat intelligence sources;  

• version and patch management;  

• secure configuration backups; and  

• handling of in-scope service requests in accordance with the applicable service plan and service 
request process. 

12.  YOUR RESPONSIBILITIES 

You must: 

• provide timely access to information, systems, identities, endpoints, applications, contacts, and network 
environments reasonably required for implementation, operation, and support of the Service; 

• maintain all customer-owned environments, systems, software, licences, devices, access services, 
local networks, identity platforms, and applications that are not expressly included within the Service 
scope; 
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• deploy and maintain any required endpoint agents, certificates, local device settings, or third-party 
integrations that are stated to be a customer responsibility in the applicable order, implementation 
documentation, or technical design; 

• provide accurate licensing, User, site, and add-on quantity information, and promptly notify us of any 
material changes to those quantities; 

• review and approve changes, maintenance activities, policies, and implementation items where 
customer approval is required; 

• ensure that all use of the Service complies with applicable laws, third-party licence terms, acceptable 
use requirements, and any agreed implementation or operating assumptions; 

• perform customer-specific validation or application testing following upgrades, changes, or 
maintenance activities where such testing relates to customer-owned systems, applications, or 
dependencies, unless otherwise agreed in writing; 

• ensure that all relevant devices and environments have an appropriate level of resilience, including 
redundant power arrangements where required, having regard to site criticality; and 

• You shall agree and adhere to the relevant technology End User Agreement which can be located at: 
Palo Alto Networks (www.paloaltonetworks.com/legal/eula)  

13. EXCLUSIONS 

Unless expressly agreed otherwise in the applicable order, service schedule, or relevant service level terms, the 
Service does not include, and any applicable service levels will not apply to, the following: 

• Any guarantee that the Service will correctly detect, identify, prevent, or remediate all:  

o security events or incidents;  

o instances of unauthorised access to your network;  

o malware;  

o vulnerabilities;  

o exploits; or  

o other attacks, threats, or issues.  

• Issues, loss of Service, degradation, or failure caused by:  

o your equipment, networks, software, technology, or any third-party equipment, networks, software, 
or technology not used by us to deliver the Service;  

o your internet service provider, utility providers, or other third-party vendors used by you to access 
the Service or the internet;  

o misconfiguration of Service features or settings that are wholly under your control;  

o your failure to purchase adequate licences to support the volume, scale, or capacity at which you 
use the Service, where the applicable service level would otherwise have been met;  

o any feature or part of the Service identified as beta, test, preview, or similar non-production status;  

o reasonably unforeseeable interruption or degradation caused by third parties, including force 
majeure events;  

o planned or emergency maintenance windows;  

o high availability events, scaling events, or resilience actions taken by the underlying platform;  

o route convergence time where BGP is used;  

o delays associated with log retrieval from any underlying cloud logging or data lake service;  

o throughput limitations associated with 500 Mbps connections where SSL decrypt is enabled; or  

o for the Security Processing Latency service level only, packets to which you have applied a 
Quality of Service policy.  

• For the Third-Party SaaS Application Latency service level:  

o any application not expressly listed in the applicable service level terms only connection 
responses from the relevant SaaS application server are measured;  

o application rendering, page load time, and content load time are excluded;  

https://ahunga-my.sharepoint.com/personal/carol_wilson_one_nz/Documents/Documents/Customer%20Contracts/___One%20NZ%20Templates/MSA%20Changes/Fixed%20Services/www.paloaltonetworks.com/legal/eula
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o SaaS traffic backhauled to a service connection via policy-based forwarding, default routing, 
explicit proxy, or similar traffic-steering methods is excluded; and  

o SaaS applications that are not architected for global distribution are excluded.  

o Other Exclusions: 

o financial management of your information technology or communications environments.  

o repair of equipment where we are not authorised by the manufacturer to perform the repair.  

o on-site repair or replacement of faulty equipment, unless covered by an applicable maintenance 
agreement.  

o installation, upgrade, or repair of structured cabling, wiring closets, or wiring between closets and 
workstations.  

o costs, including parts and labour, relating to non-warranty devices or non-warranty repairs.  

o asset management of your ICT components.  

o Customer-specific forensic investigation, root cause analysis, bespoke reporting, custom 
development, custom integrations, or remediation activities within customer-owned environments, 
unless expressly included in scope. 

14. SERVICE CONDITIONS 

The Service is provided subject to the following conditions: 

• All necessary logical, physical, and administrative access required for delivery of the Service will be 
provided by you in a timely manner; 

• Access to your offices, sites, facilities, and other relevant physical environments must be provided by 
you where reasonably required; 

• Remote access to relevant systems, information, and communication capabilities must be made 
available by you where required for implementation, operation, support, or troubleshooting; 

• All relevant internal stakeholders and third parties will be informed of activities carried out by us or 
DEFEND under your authority where such notification is reasonably required; 

• Travel, accommodation, and other disbursements, where required, will be agreed in advance and 
charged separately at cost unless otherwise expressly stated; 

• Any time and materials work outside the contracted scope may be separately scoped and charged, 
and may require a variation Statement of Work or change request; 

• Where work is delayed, suspended, or cancelled due to circumstances beyond our reasonable control, 
we may invoice you for charges accrued up to the date of suspension, delay, or cancellation;and 

• If you terminate the Service prior to the expiry of the applicable minimum service term, Early 
Termination Charges may apply. 

15. SERVICE AVAILABILITY 

The service aims to be available 99.999% during any calendar month. 

Service Availability is calculated by subtracting from 100% the percentage of minutes during any calendar month 
that the Service is not available, excluding downtime resulting from any planned outage where prior notice had 
been provided or any emergency outage making it impracticable to issue advanced notice and taking into account 
the Exclusions set forth in Part F - section 17 below.  

• Availability = (Total - Downtime - Excluded) x 100 / (Total - Excluded).  

• Total = Total number of minutes in a calendar month.  

• Downtime = Time the Service was down.  

• Excluded = Excluded time, including criteria specified in Part F section 17 (“Exclusions”).  

16. SECURITY PROCESSING LATENCY 
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The Service aims to have a security processing latency of 10 milliseconds (ms) 99.99% of the time in any given 
hour. 

The latency of a transaction is measured from when the Adaptive Armour – powered by Palo Alto Networks 
security engine receives the network data packets for a particular transaction to the point when the same Prisma 
Access security engine component attempts to transmit the same data packet. 

The Security Processing Latency Percentage is calculated by subtracting from 100% the percentage of minutes 
during any one-hour period that the security processing latency exceeds 10 ms, excluding downtime resulting from 
any planned outage where prior notice had been provided or any emergency outage making it impracticable to 
issue advanced notice and taking into account the Exclusions set forth in Part F - section 17 below. 

• Security Processing Latency = (Total - Exceeded - Excluded) x 100 / (Total - Excluded).  

• Total = Total number of minutes in an hour.  

• Exceeded = Time this SLA exceeded an hourly average of 10ms.  

• Excluded = Excluded time, including criteria specified in Part F section 17 (“Exclusions”). 

17. THIRD-PARTY SAAS APPLICATION LATENCY 

The Service aims to have a Third-party SaaS application latency noted below 99.99% of the time in any given 
calendar day (24 hours): 

• 35 ms - Americas 

• 35 ms - EMEA 

• 75 ms – APAC. 

The latency of a transaction is measured solely from when the Adaptive Armour – powered by Palo Alto Networks 
security engine transmits the network data packets to the third-party SaaS application, directly to when the SaaS 
application server responds to the same packet. The following SaaS applications are supported: Microsoft O365, 
Google G Suite, Salesforce, Box and Slack. 

Daily SaaS Application Latency Percentage is calculated by subtracting from 100% the percentage of minutes 
during one day (midnight-to-midnight) that the third-party SaaS application latency exceeds 35 ms for Americas 
and EMEA; 75 ms for APAC, excluding downtime resulting from any planned outage where prior notice had been 
provided or any emergency outage making it impracticable to issue advanced notice and taking into account the 
Exclusions set forth in Part F section 15 (“Exclusions”). 

• Third-party SaaS Application Latency = (Total - Exceeded - Excluded) x 100 / (Total - Excluded).  

• Total = Total number of minutes in a day.  

• Exceeded = Time this SLA exceeded 35 ms in Americas & EMEA; 75 ms in APAC. 

• Excluded = Excluded time, including criteria specified in Part F section 15 (“Exclusions”). 

18. DEFINITIONS 

In addition to the terms defined elsewhere in the Agreement, the following defined terms will apply to this Service 
Description: 

Palo Alto Networks means Palo Alto Networks, Inc, and Palo Alto Network Services as applicable. 

Security Event means an observable change to the normal behaviour of your system, environment, 
process, workflow or person occurrence that may pose a security risk to your systems or environment. 

IPSec means IP Security 

SSL means Secure Sockets Layer 

TLS means transport layer security 

Mbps means megabits per second.  


